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Where Use ?
Consumer Application




Where Use ?
Industrial Application
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Where Use ?
Data Center Application
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Where Use ?
Telecom Application

Outdoor Indoor / UPS




Where Use ?

w .‘J,.*#._{.*. 1...;..4,. .

by - y - < -
D e e —

Energy Storage Application




Where Use ?
Traffic Application
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Hybrid and Alternative Fuel Vehicles




—
Lithium lon Batteries by Material

Cell Type
"

Positive LiMn.O
(Cathode) LiNiCoAlO, LiNiCoMnO, LiMn,0O, LiFePO, 24
. or Others
Material
Negative . . . .
Graphite Graphite Graphite Graphite -
(Anode) ¥ . 7 x Z ¥ Li, TisO,,
Material = = = =
Operating  pgFympey 2.5V~4.2V 2.5V~4.2V 2.0V~3.6V 1.5~2.7V
Voltage
NCA NCM LMO LFP NCM
Specific energy Specific energy Specrﬁi energy Soeoﬁ‘c' energy Specific energy
Cost Specific Cost Specific Cost ‘ Specific Cost ” Specific Specific
power power power ‘% power power
Life span Safety Life span Safety Life span L Safety Life span ..' Safety Safety
Perfor‘mance Performance Performance Perfo;;nance Performance

Courtesy of BCG research

The advantages of anode LTO are quick charge, long life, safe and good low temperature charging
performance without Li metal plating, but low energy density and high cost are its drawback.




Cathode/Anode materials
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Battery operating voltage = Cathode voltage — Anode voltage
>99% anode material is graphite in commercial cells due to higher operating voltage (1 Energy density).
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Lithium ion Batteries Types

Cylindrical Cell(F1 4L % )

Top Cover
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CID (Safety Vent)
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Pouring Hole Seal
£ z

Gas Release Vent HEFEEL
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Cell Disassemble - Cylindrical
Top Bottom

Cell - _Cap_ | ~Insulator Insulator

Center pin

Jelly Roll -

Positive electrode

Separator
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CID Structure and Trigger

Vent

CiD

Cap assembly cross section of an 18650 cell with
CID assembly weld point indicated (circle).

Scored Disk Vent

+ Top Cover

Cnmped Can =

Gasket Seal

CID insulator

Aluminum
burst disks

\ Cathode lead

Normal status

{a) Prior to operation

U Pressure
increase

N o=

Disconnection
of CID

(b) After operation
Overcharge or external heat can lead to

increasing cell inner pressure.
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B
PTC operation principle

- Temp. increased - Polymer matrix expand - Resistance increased = PTC trip
- Temp. decreased - Polymer matrix contract - Resistance decreased
(But Resistance could not be back to original value)

Lniripped
Operating 2oim

urui Shrink and Expand

@mmwﬁwﬁm:}b | ITanlsne;amlre |
N Cool Down Heat Up

v

g+ /ﬁ?’
=J

il Trpped

.. Cperating Point

“Condidive i
Filler Particles Temperaturs

B RN ——

PTCis a low impedance device. When current flow through PTC, the temperature will rise. If the
current is too high, the PTC temperature will raise and become high impedance. Then, the current

will be limited to control the cell temperature.
PTC can protect cell from external short damage.
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Safety devices of cylindrical, prismatic and polymer cell

Cylindrical cell " [o[pZaV/-]s1:

device

CID can protect cell

Pressure
increase

=

CID activated

) 4

; ; Current
Prismatic cell Vent Add TCO N1 cutoff
POIVmer Ce" NO Add TCO @ Vent activate
Pressure
v
Normal Condition AR EEE e
® — ) N =L i
p— Contact
» Silver contacts carries the current
[Re<<Rptc]
» PPTC

@

+ Contact opens
« Current goes through PPTC

Fault Condition

Contact

« Current heats up the PPTC >>>> Resistance increases
-Cylindrical cell has CID for overcharge protection. Prismatic and polymer cells need additional TCO

(thermal cutoff) to protect itself.

-PTC and TCO will be triggered as high current is applied. It is not suitable for high power delivery

application. Generally, cell without PTC/TCO is for this kind of application.
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Standard Specification of Lithium lon Battery

2. Description and Model
2.1 Descripfion

3. Nominal Specifications

Call (lithium-ion rechargeable call)
2.2 Mode ICR18650-22F

Item Specification
j 3.1 Nominal Capacity Z200maAh (0.2C, 2.TSV discharge)
3.2 Charging Voilage 4.7V 4+005Y
I 3.3 Nominal Vollage asv
| 3.4 Changing Method CC-CV

3.5 Charging Current

_{eonstant vollags with limited cument)
Standard charge: 1100mA
Rapid chargae - 2200mA

| 3.6 Charging Time

Standard charge ; 3hours
Rapid charga : 2 Shours

ZA00mA

- 3.7 Max, Charge Currant

I 3.8 Max. Deschange Cumrent 4200maA
. 3.9 Discharge Cul-off Violtage 275V

I 3.10 Cell Weigit 44 5p max

| 3.11 Cell Dimension

Diameterimax.) ; © 184 mm
Height : GB5mm max

| 3.12 Operating Temparmaiure

3.13 Storage Temperature

Charge ; 0 to 45
Dischargs: -20 1o 80T
1year - -20-250(1%)
I months ;. -20-457°(1%)
1month . -20~801{1%)

Maols (1) i the cell is kept as ex-factory status{50% of charge),
the capacily recovery rate is more than B0%.

7.3 Initial internal impedance
Initial internal impedance measured at AC 1kHz after Standard charge.

Initial internal impedance = 100md2

7.4 Temperature Dependence of Discharge Capacity
Discharge capacity comparison at each temperature, measured with discharge
constant currant 1100mA and 2.75V cut-off with follow temperature after the standard
charging at 257

Charge Temperature Discharge lemperature
25T 10T oT 25C 45T
Relative Capacity 50% T0% 100% 100%

7.6 Cycle Life

Each cycle is an interval between the charge (charge current 1760mA) and the
discharge (discharge current 2200mA) with 2. 75V cul-off. Capacity
after 299cycles and plus 1 day, measured under the same condition in 7.2

Capacity = 1500mah

1C rate current: The current (1*A) can fully discharge the cell in 1 hour.
2C rate current: The current (2*A) can fully discharge the cell in 0.5 hour.
0.2C rate current: The current (0.2*A) can fully discharge the cell in 5 hour.

16



Lithium Battery Operating

» Charge » Discharge
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Charging Curve of Lithium lon Battery

Ternary Lithium lon Battery (@0.2C) LFP Battery (@0.2C)
Voltage (V) NCM Charging Curve coc  Voltage(V) LPF Charging Curve -
45 - 200% | 45 - 200%
- 180% - 180%
4 - 160% | 4 - 160%
- 140% - 140%
35 - 120% | 35 J - 120%
- 100% - 100%
3 - 80% | 3 - 80%
- 60% - 60%
25 - 40% | 25 - 40%
- 20% - 20%
2 0% | 2 0%
0 1 2 3 4 5 6 0 1 2 3 4 5 6
e \0lfage o SOC Time e \JOItage (V) o= SOC Time
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Discharging Curve with Different C-rate Discharging Current

4300
4100 [ —0.2C
\\ e
3900
__ 3700
=
E 3500
] — \
=] .
& 3300 --
S — N
3100 —
2000 e ) \
94.8% ||97.8% ||98.6% [ 100%
2700 | Charge: 0.5C (1.1A) CCICV to 4.2V, 50mA cutoff at RT
Discharge: 0.2C{0.5CG{1C/2C CC to 3.0V
2500
0% 20% 40% 60% 80% 100%

discharge capacity percentage

*0.2C discharge capacity is as 100%
» Discharging Capacity is different between different discharging Current
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Discharging Curve on different temperature
with 0.5C fixed Discharging Current

4.2
—60'C
4 45'C
—25'C
3.8
w—=('C

-10'C

3.6

2
¢ 34
=
S 32 \
3 //
2.8 68.6%|—81.6% [{89.0% [—{100%[{102% [{103%

26 _Charge: 0.5C CC/CV to 4.2V, 50mA cutoff at RT
) Discharge: 0.5C CC to 3.0V at 25/45/60/0/-10/-20 'C

2.4
0% 20% 40% 60% 80% 100%

capacity percentage

> Discharge capacity at 25°C is as 100%
> Discharging Capacity is different at different temperature
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B
The Factor which Related to Lithium Battery Life

e Charging Current Discharging Current
120
100 100
0.5C charge _ —._1C discharge
g e
2l 0.8C charge §° [ : ]
5 ' g 2 C dlscharg%
g —0.5C-0.5C @ RT 2 60 —0.5C-1C L
B %0 : | _oscac
> ~—0.5C-
-.E —0.8C-0.5C @ RT 5
- 8 40 —0.5C-3C
§ 48 S Charge: 0.5 CC/CV charge to 4.2V, 50mA cutoff. :
- Discharge: 1C/2C/3C discharge to 3V
20 Charge: 0.5C or 0.8C CC/CV charge to 4.2V Ambient temperature: 25'C
Discharge: 0.5C CC discharge to 3.0V
0 1 1 1 1
0 0 100 200 300 400 500
0 50 100 150 200 250 300 350 400 450 500 cycle count
cycle count
Environment Temperature o Full charged Voltage
120
100 - @RT (23,C) 100
£ 80 - —— - £ 9
y
@40°C
Q
% 60 - —0.8C-0.5C @ RT © 80+ —a.2v
> ) > s
5 @5 C —0.8C-0.5C @ 40'C & — 4.1V
© ® —4.,0V
g 40 + —0.8C-0.5C @ 5'C S- 70
Charge: 0.5C CC/CV charge to 4.2/4.1/4.0V.
20 - Charge: 0.8C CC/CV charge to 4.2V 60 - | Discharge: 1C CC discharge to 3.0V
Discharge: 0.5C CC dischargeto 3.0V Ambient temperature: room temperature
0 ! ! ' ! 50 \ : : :
0 100 200 300 400 500 0 200 400 600 800 1000

cycle count cycle count
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Lithium Battery Impedance(ACIR) and Frequency

Nyquist-plot
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Safety Risk of Lithium lon Battery
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Safety Risk of Lithium lon Battery
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Safety Risk of Lithium lon Battery

SEN 4
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Safety Risk of Lithium lon Battery

A

Pressure
Heat

Electrolyte
Decomposition:
Gas Generation

Electrolyte Vapor
High Pressure
Generation I

Trigger

Separator Melt — Short Circuit
—» Heat Generation —
Vapor Detonation
Low Oxygen Environments

Reaction with L1 & SEI

Cathode Break Down
Oxygen Release
Catalytic Burning

[

[

[

[
100 150

200 250

Temperature

Poor Cell Quality

*Poor Cell Uniformity to cause Cell
Imbalance
eInternal Short

'.... A

N Precise BMU Protection Functions.

Y
Abuse Usage

eOver charge

eOver discharge

eCharge/discharge at over temperature range
eExternal short

A high safety lithium ion battery needs both Good Cell Quality Control &
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Operating Temperature Range---(VS Graphite)

Over 45C Charged
1.0xidation Gas generation on Cathode —+C02 ,CO , 02 Gas generation
2.Cathod charge efficiency reduce, more oxidation Gas generation on Cathode

Lithium metal plating

Risk of Failure Mode

-. Cell Swelling (Gas & bubble ) / Capacity Los!

= Sealing Open (Ventilation)

-. Jelly Roll Deformation & Int | Short
—— 0.5C Standard Charge — it kot

» Charging Over Temp Protection : 50T

L J

J7 1.0C Quick Charge —1 » Discharge Over Temp Protection Release : 50C

-20TC -10C 0cC 10C 45C 50T 60°C 70T

E 3 -~

P Charging Over Temp Protection Release 45T

Discharge Operating Range

Discharge Over Temperature Protection

Charge OTP Charge OCP
Discharge OTP Discharge OCP O: over
U: under
Charge uTp T: Temperature
Discharge UTP P: protection
C: current

28




B
Over Current Charging Risk

--- Lithium Metal Plating on Anode

Charging at 25°C

2.1C 2.2C 2.3C 2.4C

e

Quantity of lithium metal

1. 1Cis the max. charging rate for this cell.

Quantity of lithium metal will be increased by higher charging current.

3. Lithium metal may penetrate separator to cause internal short, and then thermal
runaway.

N
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Over Current Discharging Risk- Over Heat

10S5P 13Ah pack

130
40 p— 5A/7A/10A/13A/15A/25A

LixCybinder + Electrolyie { I5000 5} 3 1 429

> f = { 110

LixhM O Decomposition + Repction with Electrolyte, 30 [ —5A | . N 1 100
E i = Mi, Co, Hn{#ﬁl}-'l-m{u.-'g'l , R\ =
= Solvent + LiPF, (2500 S B —10A Stop at 80°C 1%3
5 = » 2 1 805
£ | Anade SEI Decomposition 1) 80 2
! (3500e) | Separator Fusion % 1 70 s
= (PE) (-196J/g) > 15 g
é 10 | ©e

1 50

> SA/7A/10A/13A/15A/25A 140

0 : : 30

oo 0 5 10 15
Temperature (°C) Capacity{AR)
1. Heat will be generated during discharging, higher rate cause higher temperature
rising.
2. As battery temperature is over 130°C, separator will be melted and cause internal
short, then chain reaction happens and thermal runaway is expected.
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Low Temperature Charging Risk
---Lithium Metal Plating on Anode

0.8C charge to 4.2V

-20°C

Quantity of lithium metal

1. Quantity of lithium metal will be increased at lower temperature charging.
2. Lithium metal may penetrate separator to cause internal short, and then thermal
runaway.

*There is no risk to discharge at low temperature.




High Temperature Operating Risk
---Poor Cycle Performance

< 1.5Ah 4S1P Dummy Pack Cycle Life Test =

—+—16.8V, 44, S0mA Cut-off 1M18A, 10V Cut-off (OTP : 75T / OTP_Release : 50T)
1B peeoemernnes cee oo 18A, 10V Cut-off Discharge

Capacity(Ah)

Cell Surface Temp b :
Peomghohnd s, b _

MNumber of Cycle

1. Thisis an example of 4S1P with 1.5Ah cell.

2. As cell surface temperature is over 80 °C, the cycle life would fade much faster than
oTP 75°C.

3. As temperature is higher than 130°C, the cell will have thermal runaway risk.
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Operating Voltage Range---(LCO/NCM/NCA VS graphite)

Depends on cell
spec.

Charge OVP
Discharge UVP

O: over

U: under

V: voltage

P: protection

<

4.2V

3.0V

2.5V

2.0v

1.0V

ov

T Over charge

>- Operating Voltage Range 4.20V-3.0V

)\

| Under Voitage Protection 2.80V1
Shut Down Voltage 2.80VT ( 2.70V 1)

@ Normal Recovery Voltage

@ Abnormal Recovery Voltage

<= Cell Short Path (Cu corrosion)
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Overcharge

Risk-1---Lithium plating on anode

Charging at 25°C

. -

4.23V 4.25V 4.28V 4. 30V 4.35V 4.45V

Quantity of lithium metal

1. 4.2V is the max. charging voltage for this cell.

2. Quantity of lithium metal will be increased by higher voltage.

3. Lithium metal may penetrate separator to cause internal short, and then
thermal runaway.

Risk-2--- heat up and oxygen release

As for over-charge, the cell will be self heated and start releasing oxygen. Because
there are heat, electrolyte and oxygen inside cell, the fire and explosion is expected.
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Over-Discharge Reaction and Risk

Fe will start corrosion under 1V,

(as battery cell voltage) Sample of 2.2Ah cell
4.50 . : . - :
E E : i Cathode *
d_nn e frsamsnansensrann ? ................ E ................ ?-"-.. . .-..-‘E‘.‘ ----- T —— ? ................
3.50 '
— 3.00
&
w 250
(4
u:
~ 2.00
S
1.50
Start corrosion voltage
1.00 : ;ﬁ:}-w-l-....-...ﬂ..n.l. — — 4
"'! piov . . I
'l LL _: _____
o e e i g s e e s e D T
; : : . _ " Cell voltage
s : s s E i s , |

1900 1950 2000 2050 2100 2150
DISCHARGE CAPACITY [mAh]

2200 2250 2300

Cu at anode starts to dissolve when cell voltage is less than 0.5V
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Example:

VM1 : A side VM1 : B side

g . T % FIFI Ny Ak v
1." 1 T RLF s Ll ACLTE, ol —
il A I ]

.I - b

- - - £ — e — o " uk - :!.'; .

.
i oy ¥
o |
—] g S . - L 5
' = - A=t
E i '
L .'I

= F e -

ny

=

T

| 2.

: 41
UGN

VM1 : + side

VM1 : (-) side

Over discharge

Cu->Cu?*+2e- - Cu dissolution | | C.P,F.

Charge after over discharge P : 1 :
Cu?*+2e>Cu --- Cu reduction 4L : e :

When the cell voltage is lower than 0.5V, Cu will dissolve to Cu ion. If this cell is charged after over-
discharge, Cu ion would plate to be Cu metal. There is possibility that Cu metal may penetrate
separator to cause cell internal short. This is a safety risk.




Cu element only

Example:

SEM Photo

Anode electrode Separator Cathode electrode

.r-*l"-_ = |

J
2

-

4N e

100um y

Cu dissolution v foil Cu metal Al foil Cu metal exists between cathode and anode,

this is the evidence of cell internal short

10

Figure 8. Copper dendrite formation observed on the
separator due to repetitive overdischarge.
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Basic BMS Function Block

1/O Interface >

Communication >

-LED Display
-Temperature Sensor

e T
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BMS Protection requirement for safety concerns

OVP (Over Voltage Protection)

UVP (Under Voltage Protection)

COTP (Charge Over Temperature Protection)

DOTP (Discharge Over Temperature Protection)

CUTP (Charge Under Temperature Protection)

DUTP (Discharge Under Temperature Protection)

N (o vu | b~ IN |-

COCP (Charge Over Current Protection)

8 |DOCP(Discharge Over Current Protection)

9 |OVPF(Permanent Failure of Over Voltage Protection)

10 [UVPF(Permanent Failure of Under Voltage Protection

39




B
Function Safety - ISO13849

1. Risk Assessment - Required Performance Level (PLr)

: s Average Probability of
Severity Frequency Possibility PLr

dangerous failure per hour
Pl L
> a (PFH,)

F1

P2
. a >10>to< 107

Pl

» b b >3 x 1076 to < 1075
= 5

S1

F2

Pl
R c >105t0 <3 x 107

S2 ——

Pl

’Pz-

d >107to< 10°®

F2

e >1028to< 107/

40




B
Function Safety - ISO13849

2. Performance Level (PL) Validation

Classification of the safety-related parts of a control system in
Category (F85]) | respect of their resistance to faults and their subsequent
behavior in the fault condition.

Mean time to Dangerous failure (254= & i M4 [ By RS )

MTTF > AL TE A B R AT T A
DC Average Diagnostic Coverage (2B 5
Ve 2> 2F i 4 SR AR T PR R s AR F“

Common cause failures (FL£[R2£%%)

CcF > TP S TR S R A

( Requirement : Score > 65 )
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Function Safety - ISO13849

PL o

Cat. B Cat. 1 Cat. 2 Cat. 2

Cat. 3 Cat. 3 Cat. 4

DC,, None None Low Medium

Low Medium High

L | MTTFp = High

- MTTFp = Low

Low

3 years < MTTF, < 10 years

Medium

10 years < MTTF, < 30 years

High

30 years < MTTF, < 100 years

M | MTTFp = Medium
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-
Function Safety - ISO13849
3. Category

Category B / Category 1 Category 2

Input —» Logic — Output

Im : im
Input —» Logic —» Output A 2 A

i monitoring

* Dashed lines represent reasonably
practicable fault detection.

iy : interconnecting means Test i Outout
: > P
Equipment of TE
Category 3 / Category 4
. monitorin,
1 R P
Input-1 — Logic-1 <™ Output-1
im
. A
" acticable Tt dereetion | Cross monitoring
v
. monitoring
1 P P R—
Input-2 —»| Logic-2 ~ |> Output-2
im
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B
Function Safety - ISO13849
3. MTTF,

TOR AR EARS RRE AN 5FE=C F[t] = 1 — e, A: constant dangerous failure rate
R R R EM D T2 sd pg H R T334 10% 1 BV FA938H - Etfedt 7 —fEF]
R EIR ARG REMT TR EY 504

HEF[t]=1—e M EEAE10%AF BRI AT 00
—F[Tyop] = 1 — e™*pT100 = 10%

_)e_}\DTloD ] 90% —)_}\DTloD = ln(0.9)

In(0.9) 0.1 0.1XMNgyp
—Ap = — ~ —
T10D T10D B1iop

_)MTTF — T10pD — B1oD
D™ 01 7 0axng,

;E\ZE[Z!, nep = dop(days/year)xhop(fiours/day)><3600(secs/hour)
Cycle
B.op : The mean number of cycles till 10% of the components fail dangerously (cycles)
T,op : The mean time until 10% of the components fail dangerously (year)
Nop : The mean number annual operations (cycles/year)
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B R B PR R (MT T )y 7325

N N
Ty = 0. T = O i
MTTF, 4LuMTTF, 4iMTTF,.
=1 ]:1 ]

B EVCER R B B Wi (88 H W (B E EA A E MTTFp E > =] DIER LA
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B
Function Safety - ISO13849

4. Diagnostic Coverage DC and DC, ¢ 2B ER

/\

Input Device

Measure DC
Cyclic test stimulus by dynamic change of the input signals 90%
Plausibility check, e.g. use of normally open and normally closed
mechanically linked contacts

99%

0 % to 99 %, depending on how often a

Cross monitoring of inputs without dynamic test . . -
& P Y signal change is done by the application

Cross monitoring of input signals with dynamic test if short circuits

[o)
are not detectable (for multiple 1/0) 90%
Cross monitoring of input signals and intermediate results within the
logic (L), and temporal and logical software monitor of the program 99%
flow and detection of static faults and short circuits (for multiple 1/0)
Indirect monitoring (e.g. monitoring by pressure switch, electrical 90 % to 99 %, depending on the
position monitoring of actuators) application
Direct monitoring (e.g. electrical position monitoring of control
valves, monitoring of electromechanical devices by mechanically 99%

linked conptact elements)

0 % to 99 %, depending on the
application; this measure alone is not
sufficient for the required performance
level e!

Fault detection by the process

Monitoring some characteristics of the sensor (response time, range
of analogue signals, e.g. electrical resistance, capacitance)

60%
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DC
90 % to 99 %, depending on the application

Logic Device

Measure
Indirect monitoring (e.g. monitoring by pressure switch, electrical
position monitoring of actuators)
Direct monitoring (e.g. electrical position monitoring of control valves,

monitoring of electromechanical devices by mechanically linked con-tact 99%
elements)
Simple temporal time monitoring of the logic (e.g. timer as watchdog,
. . o . 60%
where trigger points are within the program of the logic)
Temporal and logical monitoring of the logic by the watchdog, where 90 %
(o]

the test equipment does plausibility checks of the behavior of the logic
Start-up self-tests to detect latent faults in parts of the logic (e.g. pro-

gram and data memories, input/output ports, interfaces)

Checking the monitoring device reaction capability (e.g. watchdog) by the main
channel at start-up or whenever the safety function is demanded or whenever 90 %
an external signal demand it, through an input facility

Dynamic principle (all components of the logic are required to change the state

90 % (depending on the testing technique)

ON-OFF-ON when the safety function is demanded), e.g. interlocking circuit 99 %
implemented by relays
Invariable memory: signature of one word (8 bit) 90 %
Invariable memory: signature of double word (16 bit) 99 %
Variable memory: RAM-test by use of redundant data e.g. flags, markers, 60 %
constants, timers and cross comparison of these data
Variable memory: check for readability and write ability of used data 60 %
memory cells
Variable memory: RAM monitoring with modified Hamming code or 99 %
RAM self-test (e.g. “Galpat” or “Abraham”)
Processing unit: self-test by software 60 % to 90 %
Processing unit: coded processing 90 % to 99 %
0 % to 99 %, depending on the application;
Fault detection by the process this measure alone is not sufficient for the

Ill

required performance level “e
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Output Device

Measure DC

0 % to 99 % depending on how often a
signal change is done by the application
0 % to 99 % depending on how often a
signal change is done by the application

Monitoring of outputs by one channel without dynamic test

Cross monitoring of outputs without dynamic test

Cross monitoring of output signals with dynamic test without

. o . 90 %
detection of short circuits (for multiple 1/0)
Cross monitoring of output signals and intermediate results within
the logic (L) and temporal and logical software monitor of the

: : . 99 %

program flow and detection of static faults and short circuits (for
multiple 1/0)
Redundant shut-off path with monitoring of the actuators by logic 99 %
and test equipment °
Indirect monitoring (e.g. monitoring by pressure switch, electrical 90 % to 99 %, depending on the

position monitoring of actuators) application

0 % to 99 %, depending on the
application; this measure alone is not
sufficient for the required performance
level “e”!

Fault detection by the process

Direct monitoring (e.g. electrical position monitoring of control
valves, monitoring of electromechanical devices by mechanically 99 %
linked con-tact elements)
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\'[o)
1

5. Common Cause Failure (CCF) tL£[R4%

Measure against CCF
Separation/ Segregation (7 5/ EE)

Score

Physical separation between signal paths, for example:

— separation in wiring/piping;

— detection of short circuits and open circuits in cables by dynamic test;
— separate shielding for the signal path of each channel;

— sufficient clearances and creepage distances on printed-circuit boards.

15

Diversity (Z6521E)

Different technologies/design or physical principles are used, for example:

— first channel electronic or programmable electronic and second channel electromechanical hardwired,

— different initiation of safety function for each channel (e.g. position, pressure, temperature),and/or digital and analog
measurement of variables (e.g. distance, pressure or temperature) and/or Components of different manufactures.

20

Design/application/experience (%=1 //& FH /45 Ex)

3.1

Protection against over—voltage, over-pressure, over-current, over-temperature, etc.

15

3.2

Components used are well-tried.

Assessment/analysis (EF{i5/45717)

For each part of safety related parts of control system a failure mode and effect analysis has been carried out and its
results taken into account to avoid common-cause-failures in the design.

Competence/training (§E JJ/5%35)1])

Training of designers to understand the causes and consequences of common cause failures.

Environmental (F2iZ#Y)

6.1

For electrical/electronic systems, prevention of contamination and electromagnetic disturbances (EMC) to protect against
common cause failures in accordance with appropriate standards (e.g. IEC 61326-3-1).

Fluidic systems: filtration of the pressure medium, prevention of dirt intake, drainage of com-pressed air, e.g. in
compliance with the component manufacturers’ requirements concerning purity of the pressure medium.

NOTE. For combined fluidic and electric systems, both aspects should be considered.

25

6.2

Other influences
Consideration of the requirements for immunity to all relevant environmental influences such as, temperature, shock,
vibration, humidity (e.g. as specified in relevant standards).

10
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